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Proxmark3 V3.0 DEV Easy Kits Manual

Description

The Proxmark3 is an open-source device developed by Jonathan Westhues that enables
sniffing, reading and cloning of RFID (Radio Frequency Identification) tags. The Proxmark3
could be arguably regarded as the most powerful device currently available for researching
RFID and Near Field Communication systems. The FPGA allows it to meet the demanding
communications timing requirements imposed by various RFID systems. The device targets
low and high frequency systems operating at 125 kHz, 134 kHz and 13.56 Mhz.

Watch this video Mifare Hack.

Proxmark3 V3.0 DEV Easy Kits have upgraded from Proxmark3 V2.


https://www.youtube.com/watch?v=NW3RGbQTLhE
http://www.emartee.com/product/42308/Proxmark3%20V3.0%20DEV%20Easy%20Kits
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Compared with Proxmark3 V2, we made some improvement for V3.0 as below :

1. Built-in high frequency antenna, perfectly compatible, eliminate dead zone, read the card
data smoothly without interruption.

2. Increase the speed of parse the key , compatible with all size cards.
3. Detect and read data completely and stably with low error rate.

4, Adopt low frequency antenna to improve SNR(Signal to Noise Ratio),more higher
recognition rate, detachable design to meet kinds of needs.

5. Remove antenna interface to avoid plug in and out, more conveniently.

6. Remove the lithium battery interface,more simple. (Offline mode can use portable power

source).

7. Optimized circuit and remove some irrelevant components, cut down cost, lightweight and
portable.
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Electrical Parameter

When Low frequency antenna installed on the right side :

# LF antenna: 29.84 V @ 125.00 kHz
# LF antenna: 32.31V @ 134.00 kHz
# HF antenna: 28.43V @ 13.56 MHz

When Low frequency antenna installed on the left side :

# LF antenna: 43.86 V @ 125.00 kHz
# LF antenna: 24.48 V @ 134.00 kHz
# HF antenna: 25.13 V @ 13.56 MHz

Operating Voltage : 3.5-5.5V
Operating Current : 50-130mA
Dimensions : 54mm * 86.6mm

Size : 6.2mm (thinnest) 9.8mm (plus screw) 15.8mm (plus LF antenna)
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Supporting Cards and Tags

Advanced Operation
; Reads: - :
Recognize Wit Offline Online Default Data Simulation Copy
wrige
’ Decryption  Sniffing  KeyCrack  Dump

MEARECASSIC YV AN o sl o W | d
cmese wooe IR AR AR J A
Con 00}
ool /¢  J X X X 4 X X
. v v X XX Ko A
woicess Y R A A IV AV A
s NIV FT IR P B P
e (R E I S R R
Sl ./ /X 4 X NN
. 4 | = Tl
5“'“” R A OO - A
N N X KX | X
N ] ¥ | X X X X
e 4 e K @ ¢ |5 4 |4
i I 6 - A A [
P
Hitag/Hitag2 J «./ < J v, < J 5
N/ /O X X X X X 4
. V% X |32 15 % |«
e J J | X X |2 Sl e X
LD B B e e e
b e X |3 X X | <
B/ /X x 5 X x|


http://www.emartee.com/product/42308/Proxmark3%20V3.0%20DEV%20Easy%20Kits

Emartee.com

Resource

1. Basic Document

* Download Manual

* Software pm3-bin-2.0.0 (visit this page for the latest version)

2. Video instruction

* Video: how to install driver

* Video: how to upgrade firmware

* Video: how to read/write Mifare classic

* Video: how to hack/clone Mifare classic

* Video: how to clone EM410x tags

3. Official Wiki

* Proxmark3 official wiki (new)

* Proxmark3 official wiki (old)

The Proxmark has proven itself to be an invaluable tool within the research community. Here
are some examples of how the Proxmark has been used to perform research:

* Proxmark3: The Swiss Army Knife of Security Research

* Exploring the NFC Attack Surface

* A Practical Attack on the MIFARE Classic



https://www.sendspace.com/file/z34n2o
http://proxmark.org/forum/viewtopic.php?id=1562
https://vimeo.com/133354194
https://vimeo.com/133354217
https://vimeo.com/133428935
https://vimeo.com/133409169
https://vimeo.com/133407403
https://github.com/Proxmark/proxmark3/wiki
https://code.google.com/archive/p/proxmark3/wikis/HomePage.wiki
https://www.cs.bham.ac.uk/%7Egarciaf/publications/Tutorial_Proxmark_the_Swiss_Army_Knife_for_RFID_Security_Research-RFIDSec12.pdf
https://media.blackhat.com/bh-us-12/Briefings/C_Miller/BH_US_12_Miller_NFC_attack_surface_WP.pdf
http://www.proxmark.org/documents/mifare_weakness.pdf
http://www.emartee.com/product/42308/Proxmark3%20V3.0%20DEV%20Easy%20Kits
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* Analysis of the MIFARE Classic used in the OV-Chipkaart project

* Potential Misuse of NFC Enabled Mobile Phones with Embedded Security Elements as
Contactless Attack Platforms

* Qutsmarting Smart Cards

* Evaluation of the feasible attacks against RFID tags for access control systems

The Proxmark also makes a great educational tool. The entire platform (including hardware
and software) is open source and can be readily analyzed and inspected. The Proxmark
includes many of the major components found in a general purpose SDR but is simpler and
therefore easier to understand. Faculty members should contact us about educational
discounts if interested in incorporating the Proxmark into a course of study.

Warning: The Proxmark3 is a research and development tool. It has not been evaluated for
compliance with regulations governing transmission and reception of radio signals. You are

responsible for using this product in compliance with your local laws.



http://www.ru.nl/publish/pages/578936/gdekoning.pdf
http://proxmark.nl/files/Documents/NFC/Potential_misuse_of_NFC_enabled_mobile_phones_with_embedded_security_elements_as_contactless_attack_platforms.pdf
http://proxmark.nl/files/Documents/NFC/Potential_misuse_of_NFC_enabled_mobile_phones_with_embedded_security_elements_as_contactless_attack_platforms.pdf
http://gerhard.dekoninggans.nl/documents/publications/dekoninggans.phd.thesis.pdf
http://rp.delaat.net/2013-2014/p60/report.pdf
http://www.emartee.com/product/42308/Proxmark3%20V3.0%20DEV%20Easy%20Kits
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Assemble Instruction

1. Proxmark3 V3.0 DEV Easy Module

Black Screw

Black Screw - JII 4 J

2. Assemble the protection shell
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3. Assemble the LF antenna
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4. Paste the protection film for back

Software

Visit this page to download the latest version:
http://proxmark.org/forum/viewtopic.php?id=1562

The Zip file contains driver for windows, firmware for Proxmark and client software for

windows.
No driver installation is required on Linux based machines.

Note: Operating your Proxmark with the wrong client software version will produce
unpredictable results and could lead to damage of the device. The client software does not
verify that it is communicating with a compatible version of firmware. So read carefully the
product page to confirm your firmware version where you purchase this product.

Windows 7 Driver Installation
(Please turn off Driver signature certification on your PC)


http://proxmark.org/forum/viewtopic.php?id=1562
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Recent versions of the Proxmark client require the use of a libusb "driver" on the Windows
hosts. Please install the driver according to the steps as below:

Step 1:
Download the software: Software pm3-bin-2.0.0 (visit this page for the latest version).

Step 2:
Connect your Proxmark board with PC via USB cable. Windows Update starts to search
driver.

Installing device driver software * *
Click here for status.

After a while, it will tell you "Fail to find the driver"

-

ll_ Device driver software was not successfully installed ™ *
==Y Click here for details,

Step 3:

Open "Device Manager" and you will find an "Unkonwn device"

=si Imaging devices
o Keyboards
f_l, Mice and other pointing devices
B Monitors

> -&F Network adapters

4 - |5 Other devices

- L.[Ja Unknown device

. [ Portable Devices

| 2 Processors
% Sound, video and game controllers
'l Systern devices

¥ Universal Senal Bus controllers

10
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Step 4:

Right click on "Unknown Device" and then click Properties. Verify that the properties of the
device match these information shown as below:

Unlosown devios Prepartias b

| Goneral | Duver | Detels
‘[’ Unionewn devioe
L
Propety
| Hardwars ks -

Waloe

USEWID_2D20LPI0_SDAREY. D001
N | usemD_20200P10 5040

Step 5:

Exit the properties dialog and right click the device once more. This time select "Update

Driver Software"

S| |

L_—)jl 1l Updat= Driver Software - Unknown Device

| How do you want to search for driver software?

! * Search automatically for updated driver software

Windows will search your computer and the Internet for the latest drver software
for your device, unless you've diszbled this feature in your device installation
settings.

= Browse my computer for driver software
Locate and install driver coftware manually.

W W W T W W W W

Cancel

Select "Browse my computer for driver software" Select the driver folder within the Proxmark

client software distribution.

11
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@ [ Update Driver Seftware - Unknown Device

Browse for driver software on your computer

Search for driver software in this location:

xmark? prd- bin-20,0Windows Drivers', - Erowes ..,

Includz subfelders

+ Let me pick from a list of device drivers on my computer
This kst wall showr installed driver seftwar=s compatible with the d=vice, end all driver
coftware in the stame category ac the deuvice.

[ Mext | Cancel

Click "Next" button. It will come out as below:

I Windaows Security =)

@ Windows g isher of this driver software

2 Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device,

2 Install this driver software anyway
\\ Onby install driver software obtained fram yeur manufacturers website or
disc. Unsigned software from other sources may harm your computer or steal
inforrnation.

w See details

o

g

Click "Install this driver software anyway". Then it install the driverThen it installs the driver.

Step 6:

Back in Device Manager, the Unknown Device will now show up as a Proxmark3. Take note
of the COM port associated with the device (COMS2 in the picture below). Later we will use
this COM number.( COMS2 can be any useful COM Port)

12
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24 Device Manager ==

File Action WView Hep
|e= rmiNERN 7 Bl S, X
|| 2 - wilson-PC

’ _'ﬁ* Barterizs

: B Computer

b =g Disk diives

: W Dicplay adapters

I o DVD/CD-ROM drives
H'i Hurman Interface Devices
g IDE ATAJATARL controllers

. i Imaging devices

[ = Keyboards

I ,I-Ei, Mice and other pointing devices

o | Monitors

¥ Metwors adapters

K| Portable Devces

TF Ports (COM B LPT)

iP5 Proxmanks (COMEZ)| <@

[} Processors '

| & Sound, video and game contrallers
‘B System devices

e

ﬁ Urirversal Senal Bus controllers

Application Test
Fully compatible with all new official firmware, brush any versions according to your need.

Here we recommand 2.0.0 and more new version firmware, and this module come with 2.0.0
version by default.

Please use the official "Command Line" or "Proxmark Tool.exe" to operate this module.
1. Command Line
1) Client Running on Linux

The Proxmark exposes a USB CDC interface to the host machine. On linux, the Proxmark

will show up as the device /dev/ttyACM\<N>. To launch the client, run./proxmark3
/dev/tty ACM\<N>.

13
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You can inspect the output of the dmesg command to figure out the specific device name.

[1142387.760068] usb 2-1.1: new full-speed USB device number 71 using ehci_hcd
P
: cdc_acm 2-1.1:1.0: This device cannot do calls on its own. It is not a modem.
cdc_acm 2-1.1:1.0: ttyACMO: USB ACM device

2) Client Running on Windows

You could find the folder "win32(client+GUI)"

Open the folder and the find the following file "Go.bat" (On your computer it might be Go):

= [=]
@-Qﬂ | % pm3-bin-200 » win32 (client+GUI » - | 42| Searchwn.. B
Organize = |a| Open Brint Burn Mew folder gz - ] lﬁ
s & Mame Cate medified i
5 5
B Deskicp . scnpks 201543424 1b:02 -
%D ki || default_k=ys dic 250146 1039
ownloads = : . - —
5 Receit Platis | Dump available client commands to bt 20143291055 1
— * B i 15T 144
S— 3 _;:l FLASH El:u:.itru:rm.bat FOL5/0/T 14:45 2
| FLASH - fullirnage. bat 5447 1445
g ] FLASH - MEW Bootrom {uses old flasher .. 20014/2/20 10411
o9 Libraries 2 =
o i 7| FLASH - O5.bar 5447 1508
= Docurmn
3 ) asher e 2015421713
) Music B flash 201542171
B Pt - -_._'-"ﬂa;he.-.nLE-EﬂE/ 3222027
S Sk i o e e = L
E Videos |} Go, bat 54447 14:43
| welazs_dump.kin N5/3021732
4 H %] libgee_s_dw-1.4ll A11242 10:30 |
cmegroup
|%| hibstde++-6.dll 2012/10/16 1545
Do s emd e e s ) 11 IS TAT TRET I
1B Computer B U] | '
| G0 bat Date modified: 2005/4,/7 14:40
| ---IEJ Windows Batch File Sizer 15 bytes
h = = = 2

Right click the file and edit it.

14
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— S

@Q'Ii—“ pm3-bin-2.f!_.¢]- b owindd (climt-:éi.:ﬂil 3

i = e - - me
Crganze - E Open Pnnt Burn MNewr foider o= T Iﬂ
i Favarites Mg 3 Open [E':'iz

B Desitop ; :I:;pt; Fit — i
§ Dovnicads |:I| = 5 Edit with Visual Studic 3
i, Recent Plages };3 2 e Print l:'
i Onelire b4 i Rum as administrator . 5
- [EFLasH 45
] FLASH Troublechoot com patibilig 1
= Libraries i T
s ] FLasH FETNSEE(E) -
& Documents
& Mus [ flacher 2 Convert to Adobe POF 13
& ; 5 u:": — [i7] fAasher T Convert to Adobe POF and ERdsil 7
= Pictures i =
E Videns ||-'T€| G""h“it l}:’ Edit with Mlotepad++ 43
L lidase o3 EEImRE O 32
Homegrou {“' ihgcc. B EMEEEIHA). g
group :
:&1 libstdc ; o e “Gourar(T) 15:43
Wl o e~ : B EEAEmail. r ;

By default it is opened in Notepad.

-

| Gobat - Notepad - W - e

(=] E s

File Edit Format VW
proxmark3 Com83 -

—— ]

Change the COM to your COMX. Here mine is COMS2.

Save and close the window.

Now double click the "Go.bat"

15
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- ; s i
B CAWindowshsystem 3 omd exe l‘: | = |E§"?—_|

E: “SkyDriveproduct “Prosxmarkd spnl-bin—-2.8.0%rind2 <{clicnt+0UI>}proxmarkd COME2
proxmarkd »

h F

Now you can refer to the Commands Reference Manual:
https://github.com/Proxmark/proxmark3/wiki/commands

You could get more information by clicking the index box on the right of the page above:

data
{ Plal wandow [ data bulfar manipulation
* (LGage
= —— Funmirg ihe PR3]
command offline description bl i
data halp Y This help
data amp ¥ Amplify peaks (145
data askdemod Y - Attempt to demodulate simple ASK tags
lciock] [Inverd] — Allampd o damodulale
data ) i
Y ASK/Manchester tags and oulput binary (args
askmandemaod i i ) .
optional[clock will try Auto-detec])
; [clock] invert] — Altermp (o demodulate ASK lags :
dala . g = i
e ] and cutput binary {args opticnalcleck will try Auto-

Check firmware version

Enter the "hw version" command to see what version of firmware is running.

. T B |
BN C\Windows\system3icmd.exe |L@Ii-,l

E:“Skylrive~product*Proxmnarkispni—-hin—-2.8_0~win32 <(client+GUI>>proxmarki COME2
proxmark3’> hw version

ftdb#t Prox/RFID mark3 RFID instrument

Hidh#f bootrom: —suspect 2015-04-02 15:-12 -84

Hidb#f oz /—suspect 201584062 15:12:=11

HdbH HF FFGA image built on ZHU153-.83-8F at HE-41:42

uC: AT?1SAMP7S512 Rev B

Embedded Frocessor:s HREAYTIDAIL

Monvolatile Program Memory Size: 512K hytes

Second Monvolatile FProgram Memory Size:s Mone

Internal SRAM Si=e: 64K hytes

Architecture Identifier: ATT7LISARNYSxx Series
Monvolatile Program Memory Type: Embedded Flash Memory

proxmoarkd >

16
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Check Antennas

Now connect both the antennas to your Proxmark board.
Enter the "hw tune" command to run it.

r T T -~
Bl C\Windows\system32iomd.exs |L@|ﬁ

proxmarkd> hw tune -

iMeazuring antenna characteristics, please wait.........

# LF antenna: 14.29 U @ 125 .88 kH=z

# LF antenna: 14.44 U @ 134.88 kH=

# LF optimal: 15.48 | @ 126.32 kH=

# HF antenna: 1b.54 U 12 13.56 MHz

Diszplaying LF tuning graph. Divisor 89 is 134khz. 95 is 125kh=.

proxmark3 >

P ° . El

X mean=-1M1n IPAE i m="1 000 fi= 2 = [-128] &1 GridY =64 (Unloc

Reading HID Tags

Make sure the LF antenna is connected with your Proxmark board.
Enter the "If hid fskdemod" command to run it. Then put the HID tags within the antenna
filed.

17
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CA\Windows\system32\cmd.exe | —| & |-Eh‘

proxmark3d> 1f hid fskdemod »
TAG ID: 28B4edBffbh (34813> Format Len: 26bit Card:

# TAG ID: 20B4edBffh (34813> Format Len: 26bit Card:
ID: 28B4edB@ffh <34813> Format Len: 26bit Card:
ID: Z2884edBffh (34813> - Format Len: 26bit - Cawrd:
ID: 20B4edBffh <34813> Format Len: 26bit Card:

ID: 2684edBffbh <(348B13)> - Format Len: 26hit - Capd:

ID: 28084edBffh (34813> Format Len: 26hit Card:

» ID: Z28@4ed@ffh (348135 Format Len: Zbhit Capd:

Press the button when you would like to stop reading tags. The LED D would turn off.

Simulate HID

To simulate the tag previously read, concatenate the first two hexadecimal values and pass
them as the first parameter to the "If hid sim" command as shown below

-~

BN C:\Windows\system32icmd.exe | = | & FJE-J

Hdbit TAG ID: 2884edBffh (34813> - Format Len: 26bhit 34813

Hdb#t TAG ID: 2884edBffh <(34813> - Format : 2b6bit = FC - : 34813

Hdb#t TAG ID: 20B84edBffb (34813> - Format : 26bit : 34813

ID: 2884edBffh <(34813> — Format : 26bit : 34813

ID: 2884edBffh <(34813> - Format : 26bit : 348113

proxmark3d> 1f hid sim 2084edBffh

mulating tag with ID 28 dedBffb

ress pmi-hbutton to abort simulation
Hdb#t Stopped

proxmark3 > ¥

18
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This will cause the yellow LED A to stay lit until the button is pressed. During this time the
waveform representing the tag ID specified will be replayed continuously. When you are
ready to stop replaying the tag, press the Proxmark button.

Read Mifare Classic tags

Make sure the HF antenna is connected with your Proxmark board.
Put the S50 tag in the antenna field.

Enter the "hf 14a" reader command to run it.

proxmark3> hf 14a reader

ATQA : B8 B4

UID = 94 8b eb6 54

SAK = @88 [21

TYPE : HXP MIFARE CLASSIC 1k | Plus 2k SLi

proprietary non isol4443-4 card found,. RATS not supported
+ commands = NO

19
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1) Mifare S50/S70 Keep the S50 tag in the antenna field.

Enter the "hf mf mifare" command to run it.

Note: Crack PRNG vulnerability, Success rate is low. Usually it causes the USB connection
line off the PC. Common error: "Can't select card". According to our testing, firmware 816 is
the best version for this command. If you want to try to crack in this way, we recommend you
to degrade the firmware to 816 version. Anyway, remember that the success rate is low, but
possible.

proxmark3l> hf 14a reader
ATQA = 86 A4

UID = 94 8b eb 54

SAK = 88 [2]

TYPE : NEP MIFARE CLASSIC 1k | Plus 2k SLi

|pruprietary non isol4443-4 card found, RATS not supported
[Answers to chinese magic backdoor commands: NO
!prnxmaPkH} hf mf mifare

|

Executing command. Expected execution time: 25sec on average :-D

Press the key on the proxmark3 device to abort both proxmark3 and client.
HBdb#t Mifare: Can't select card

fidb#t Mifare: Can’t select card

Hdb#t Mifare: Can’t select card

Press the button when you would like to stop the execution.

2) Mifare S50/S70

Crack the tag key based on one known key of any sector.

First to check one key for certain sector. You know, ftffftffftft is the default key.
Keep the S50 tag in the antenna field.

Enter the " hf mf chk 0 A ffffffffffff " command to run it.

20
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7

BN C\Windows\system32\cmd exe

proxmark3> hf mf chk B A FEffFffffeEsesf
chk keyl B]1 FFEFFFFFFFFF

—sector: B, block: 8. key type:A. key count: 1
Found valid key:[FFfFfEFFFFFIL]

proxmark3>

|. = =] |—a’n|\

Once we get one key, we could crack the card and get all the keys.
Enter the " hf mf nested 1 0 A ffffffffffff " command to run it.

-
B C\Windowshsystern3 2omd. exe

proxmark3> hf mf nested 1 B A FEFFEFELEFET
Testing known keys. Sector count=16
nested.. .

Time in nested: 4.3%3F Cintf sec per key?

Iterations count: 8

G155
aE

aE2
AA3
BB4
[6]5
(6153
aa?
(515
Baz
816
Bi1
@12
v13
814
@15

FrEFIFfEFEFE
FFEFEFFFFEFF
FFFEFEFFFFELF
FEEFTFFFFEFF
EFEFFELESFFES
EFEFFELESFES
EfEFFEFEFFEF
EfEFFEFESFFESF
EFEFFEFESFES
EFEFFEFESFFES
EfELfLfLf06 s
EFEFFELESFES
EFEFFELESFFES
trrfftrefdft
FrEffffefeff
FEEEfEfefEff

proxmark3F

FEFEEELfELET
FEFfFEFFFFET
FEFFEEFFFFFT
FEFFEFFFFFFT
FEEFEEFELELS
FEEFFEFEEEES
FEEFEEFEEEES
FEEFEEFEELEs
FELFEEFEEfes
FEEFEEFELEESf
FELEEELEEEET
FEEFEEFEELES
FEEFEEFELELS
tiffretitett
tEEfeEfEfeeetesf
tEEfEEfeEstsf

21
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2. Proxmark Tool.exe

Back in Device Manager, the Unknown Device will now show up as a Proxmark3. Take note
of the COM port associated with the device (COMS2 in the picture below). Later we will use
this COM number (COMS82 can be any useful COM Port).

=y Device Manager i _Mﬁ
File  fcbon View Help
oD O Hen| &2 %S
|- = wilsen-PiC

o 5 Batteries

8 Computer

- Disk drives
i e Display adapters

.=':;-, VDV CO-ROM drrves
o @5 Human Interface Devices
e IDE ATASATARE controdlers

=5 Irmaging devices

= Keyboards

- ,lj Wice and other pointing devices

K| Moniters
+m Metwerk adsplers
B Portable Devices
YT Ports (COM & LPT)

L5 Brosmarkd [COMEZ)| <=
O P'rDI:I:‘JSCI.FE .
gy Seund, video and ganme controllens

‘B Systern devices

W Universal Serial Bus controllers

LS

Client Running on Windows

You could find the folder "win32(client+GUI)".
Now double click the "Proxmark Tool.exe" and choose the COMS?2 port.

If the below i1s blank, then connection is normal; If it shows "ERROR: invalid serial port",

then means it is not normal, please try to pull out the USB, choose another COM port, and
plug in USB, after "ding-dong" sound, choose the COMS2 port again.

Check Antennas

Now connect both the antennas to your Proxmark board.

Enter the "hw tune" command to run it.
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] Fxpand TrosView

OOM PDRT  COMIZ @m SE

b tune

| =-FRS
|- HF [High Fremeney]
|- 1F  [Lew Braqueneyl
- IaTd
[=l- Har dwsra
i b Datect Reader
-FEGA QEE
= LD
i ifend Connands
i Heset LCD
“-Read Flash Nemocy
-~ heset PR3
~-Drive [F antenna
- M Settings

: = $ HFY mnterna @ 1427 WV @ L3 ._6EMhs
poTie  — S L
-« Yersion Ll K [ b

= PN Harmwame Tune b
TEST AFTEHMS, | slim—

Heasure anctenna cuning

1

This command can be issued to werlify that the an
sweep G0 complete end the ocutput waluss to be pr
in this region:

$ 1LF antenna i 32.87 W § 125 D0OFh=
# LY antanna @ 22 23 T @ 134 . DOFh=
# LY optimal @ 22837 VW @ 126.0DFEh=

Lo | crEax

prodmark3ix hw Tune
Measuring antenns cheracterlstics, please welt

$ LT ancenna: 36.53 T @ 125.00 kiiz
§ LF antenna: Z3.01 Vv @ 134.00 kiz
¥ LET optimal: 41.3% V @ 1I7 .65 kfz
¢ HF antenna: 24 .21 V @ 1356 MH=z

Displaying LF tuming graph. Divisor 89 iz 134khz,
proxmarkis

_'E*B_E'c!?!

95 13 1i5khz.

Antenna cannot be placed around the card or metal, or measurement results will be low.

Test Reading HF Cards

7| Brpand TreeVie

CON FORT conLz -

]
COWMAMD TO SEED 1 i1
i

[5-Hi3
|- HF [(High Fregquanep)
Lo IE01d443h =
© h-14443hk LIST
i 144434 REEALER
1144430 SXND HAY COMPAKDE
t. 144430 COLIECT T
- 144434 STWULATE
- 144438 SHOOD
1494430 Thizz
[#- Infinaon
- Trmaovei siand B adoon
i E- WE/PHILIES
{ [ MIFAEE Dr:pinels/Clones/Chineze)
1 i P —.Clazsie Tags
4 m | ¥

PMINHF (High Frequency W 507444 3A% 14443A READER

BCT AS A REATER

proxmarki> hf l49a reader

ATOA - 00 04

TUID - £1 33 3B 4dd

ERK = 08 [Z]

ITFE . WXP HMIFARE CLR35IC 1k | Plus Ik 3L1

proprietacy non i=ol4443-4 card found. RRIS not suppocted

An=wers to chiness magic barkdoor comrands: HOD
proxxackis>

Rea dyl

Try to put M1 S50 "M 1" UID "etc different cards on the antenna
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Test Reading LF Cards

[ Prowmark Client By =) S|

| Bypand TreeWiey  COW FORT  COMIZ - COMAAKD TO SEND

- -~ || PM3ALF {Low FequencyNSEARCH LF i
WX I]'[l.gh rrequem_'y:l Tl |
|:; 1F [Low Freguency) Fress button to ss=arch a 125kHz unknown tagy if

LSTAFCH [F than chack the read saxples against EM410x, HID |=|
IAVESTIGATE LF If offline ic will check imside che graphbuller
SEMD EaX COMWAED =
~EEAD 1Z5kKz/ 13Kz 1D || Check to use graphbuffer inzied of a real iag
~-- CONFIGURATION OF DEVICE
| SFOOF I:‘ Check to search for wardmosn iag= (raw sk ashiman
#-SIMULATE LF T
SIWULATE LF BIDIRECTIOHMAL
+-SIMULATE LF ASE
L.SIMILALTE IF FZE
- 3IMULATE LF PSE Example:
- ThiE= -
. Help = |47 FI r

Loz

DEZ 5.5B : 000.52821 -
LEZ 2.BC : O015._B2B21

DEZ 14/1K2 : 002693624 3E461

DEZ 15/TES s OO00455ZTIET01ES

DEZ 207K OFLODIND120607T0IL010

1

Ochar : BISZl 019 01202005

PatTern Faxcon : 1445465173

Pattern 1 Ox4RRKIDC. — 4551612

Pattern Sebury : S282ZL1 1% 1238005 |hex: CESS 13 13CESS)
Valid EM410x ID Found!

proxmark3>

m

SEATCH

i [ ]

| Ready!

Try to put "HID" "T5577 etc different cards on antenna to test card types.

The sensitivity is not perfect through this reading command, so when some cards can not be
read smoothly, please try another command as below:
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[7] Expend TreeView CON FORT COnT - COMMANT TO SEKT
&Hm@hwm@ 4-mm-m“w .km;mmtmr _—
= LF (Lew Frequency) = § a
i --SERRCH LF

- EEHD REY COMRAND
READ | 25kHz L34k ID

I | L.IWVEISTIGATE 1F SCAN BOR TAGS |

m

i -COFFIGURATION OF DEVICE
i L.s§oOF
i .EIMULATE LF Tis
i - GIMULATE LF BIDIRECTIONAL
i L.EIMULATE LF ASK
i . SIMULATE L¥ FSI
.- SIMULATE LF F2L
[=I- Ths
L BNTO
o] Bl
B Thor ead
- 10kedenod

Log

DEZ Z0/ZE = 0Z0z0000010S1E021207

t

oCher I 55215 152 10014851

Pattarn Paxton = 1152181571

Pattern 1 - 0xEdREET - €E878D7

Pattern Sebury - 53213 24 1626083 (hex: CFE3 13 18CFE3)
PECHMAark3>

Ready!

Log CLEAR

Checking for known taga:
EMilOsn patbscn dound.
440058cfes3
Unigque TAE ID : Z20015£3e7
Possikle de-scremble patterns
HoneyWell IdentEey {

DEZ B : 10014831
DEEZ 10 : 00100148351
DEZ 5.5 : 00152.53:215
DEZ 3.54 - 0EB_5321%
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